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Course Plan 
 
Title of the Phd Course: Future Network Security (5G/6G, IoT) 
Credits:   3ECTS; Corresponding to 3 högskolepoäng; 
Studieinsats:   approx. 80h 

Objectives 
The objective of the course is to broaden the Phd students’ understanding of the 
area of future network security. In detail, the course aims at: 

- Understanding the general and new security threats to 5G systems incl. the 
risks to its MEC and NFV subsystems 

- Being able to categorize and understand important security mechanism in 
5G systems (incl. the one of MEC and NFV subsystems) 

- Understand the future security issues of 6G and B5G systems, incl. its 
space- and satellite subsystem  

- Understand the security threat and security mechanisms of smart 
networked infrastructures such as SCADA based-IoT systems 

Grading and Examination  
The course is grade on as “pass/fail” on the presentation at the final seminar, 
which is typically an in-presence meeting. 

Format, Learning and Teaching 
The course is organized into two parts: 

• Part 1: four online lectures each approx. 75min which provide an  
  introduction in the area and explains technologies. In addition, 
  literature is given to the students for self-studying to deepen the  
  understandings given in the lectures.   

• Part 2:  an in-presence seminar day with student presentations on 
  selected advanced scientific topics addressed in the course.  



   

       

2 (4) 

 

Blekinge Tekniska Högskola | 371 79 Karlskrona | +46 455-38 50 00 | www.bth.se 

 

  The presentation should detail how future network security is 
   related to the cybersecurity research contacted by the student. 

Content of the Course 
Part one of the course promises the following content: 

- Lecture 1: Introduction and 5G Security Threats and Concepts 
o Today’s 5G, NFV, and MEC architecture [1] 
o General network and distributed systems security threats and concepts [2] 
o Threats to the current 5G architecture [3] 
o Additional literature: [3-8] 

- Lecture 2: 5G Security Mechanisms 
o NFV and MEC security mechanisms [8-9] 

- Lecture 3: 6G Security Threats 
o Preparation: recorded lecture from Stefan Köpsell on” To be sensed or not 

to be sensed – that’s the question: Security and Privacy of Joint 
Communication and Sensing in upcoming 6G mobile networks.” 

o Future 6G architecture [10-12] 
o 6G security [13-15] 
o Privacy issue in 6G due to the systems joint communication- and sensing 

capabilities, e.g. [20]  
o 6G’s space- and satellite-based subsystems and their cybersecurity threats 

[16-17] 
- Lecture 4 (Wednesday, Dec. 18, 15-16:30; 75min, remote): Architecture and 

Security of SCADA based-IoT systems 
o Recent developments in SCADA [18] 
o Threats to SCADA systems and security mechanisms in SCADA-based 

IoT systems [19] 
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