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ABSTRACT
Browser extensions boost user experience on the web. Similarly to
smartphone app stores, browsers like Chrome distribute browser
extensions via their Web Store, enabling a thriving market of third-
party developed extensions. The Web Store incorporates a user
review system to help users decide which extensions to install.
Unfortunately, the open nature of the review system is subject to
reputation manipulation. As browser vendors fight reputation ma-
nipulation, attackers employ more sophisticated methods to stay
under the radar. Focusing on fake reviews, we identify several tech-
niques attackers use: fake accounts, disjoint sets of fake accounts for
different extensions, automation of generated reviews, and focusing
on reviews rather than ratings. We present FakeX, a framework to

detect fake reviews by focusing on inference from review metadata.
FakeX employs five distinct methods, including temporal distribu-
tion analysis, relationship clustering, and ratio-based assessments,
to unveil patterns indicative of fake reviews. Evaluation of over 1.7
million reviews reveals the effectiveness of FakeX in identifying
hundreds of fake review campaigns. Furthermore, our investigation
of these fake reviews uncovers 86 malicious extensions, mounting
attacks that range from data-stealing to monetization, impacting
over 64 million users. In addition, we collaborate with Adblock Plus
and Avast to demonstrate FakeX in action, expanding a seed list
of newly detected malicious extensions to discover a further 16
malicious extensions with millions of users, where, in some cases,
attackers tried to improve malicious code.
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