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Abstract

The cybersecurity landscape is constantly evolving, driven by increased digitalization, the emergence of IoT tech-
nology, and new cybersecurity threats. Current cybersecurity curricula are often not up-to-date with the ever-changing
demands from the workforce, as curriculum design is costly and labor-intensive. To bridge the gap between the job
market and higher education, we present a Large Language Model (LLM)-based automated curriculum design tool
called CurricuLLM. CurricuLLM enables customized learning paths, aligns with industry trends, and allows for con-
tinuous updates to cybersecurity education.

CurricuLLM leverages a DistilBERT LLM model that is fine-tuned on an updated version of the CSEC2017 cur-
riculum, so that individual courses can now be efficiently matched to CSEC2017 Knowledge Areas. Using previously
known weightings between the CSEC2017 Knowledge Areas and NIST cybersecurity job roles, individual courses
and complete curricula can be matched to relevant job roles. In this way, students can design their curriculum to
prepare them for the job they desire. Moreover, our work allows for automatically pointing out knowledge gaps in ex-
isting curricula with respect to workforce demands. Furthermore, we demonstrate that CurricuLLM can accommodate
changes in workforce demands.

We evaluated CurricuLLM on previously unseen 2024 NIST Knowledge Descriptions and the KTH cybersecurity
master’s program. All results are validated through an extensive quantitative and qualitative expert review.
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