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Abstract :  
 
I will present ongoing research on improving the security of GitHub workflows, which are 
widely used in software development pipelines. This work focuses on API abuse attacks, 
where compromised or hijacked GitHub Actions misuse API tokens beyond their intended 
scope, potentially leading to serious supply chain attacks. Our approach introduces finer-
grained security enforcement mechanisms, enabling more precise control and monitoring 
of API usage during workflow execution. 
 
 
 


