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Abstract. Software updates are essential for maintaining the security
of smart home IoT devices, yet the network-level behavior and the se-
curity of update delivery remain largely underexplored in this domain.
We present a multidimensional analysis of IoT update traffic, identify-
ing characteristics of the update process, and combining entropy-based
encryption characterization, cipher-suite evaluation, and certificate secu-
rity assessment. Our study covers controlled experiments on ten hetero-
geneous devices in a laboratory environment and retrospective analysis
of a large-scale real-world dataset to assess generalizability. Results re-
veal three classes of weakness: a substantial share of update traffic is
carried over plaintext channels; weak cipher-suites dominate TLS config-
urations; and a portion of certificates fall below the NIST 128-bit security
minimum recommended for protection from 2031 onward, highlighting
concrete long-term risks. By mapping weak and insecure cryptographic
configurations to public vulnerability records, we demonstrate that the
observed weaknesses correspond to known, actively tracked security risks,
underscoring the concrete threats to update delivery confidentiality, in-
tegrity, and authenticity.
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