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Abstract:

Securing loT devices can be challenging due to their limited battery power
and resource constraints. Protection at the hardware level is necessary to
mitigate the attack surface. RISC-V offers an open-source, license-free, and
customizable architecture, making it ideal for small loT devices and custom
designs. Trusted Execution Environment (TEE) is a hardware-based secu-
rity mechanism that provides the private execution environment for sensi-
tive tasks, which prevents unauthorized access and exploitation. A Security
Monitor (SM) with privileged access can ensure that only trusted applica-
tions with approved tasks are executed in the enclave (the secure world).
This can be achieved using RISC-V features, including a well-defined iso-
lation through Physical Memory Protection (PMP). The key contribution is
a custom RISC-V design that features a lightweight TEE controlled by SM
with extended PMP policies, ensuring isolated execution for trusted appli-
cations. The evaluation results demonstrate strong security assurance with
minimal execution overhead during context switching.
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