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Abstract

Digital Product Passports (DPPs) aim to enhance supply chain trace-
ability and sustainability [1]. While literature recognises cybersecurity as
essential, it predominantly addresses confidentiality, integrity, and avail-
ability [2], overlooking authenticity, the property of being genuine. The
focus on implementing authenticity in DPPs is proposed to offer distinct
benefits: preventing counterfeits, which annually cause large financial
losses [3], preventing unsafe commodities, including safety-compromised
vehicle batteries [4], and strengthening the traceability and sustainability
offerings of the DPP [5].

While the benefits of authenticity for DPPs are conceptually estab-
lished, realising these benefits in practice remains unclear. Multiple ap-
proaches to authenticity verification exist, ranging from cryptographic
data signatures [6] to physical data carrier security (e.g. QR, NFC, RFID)
[6, 7, 8]. Such propositions often provide partial solutions, e.g., utilising
cryptographic signatures, but failing to account for maintaining a reliable
link between the physical product and its digital counterpart [9]. Fur-
ther, propositions have yet to be empirically tested in real-world supply
chain contexts, requiring additional research to assess their usability and
practical costs from different actor- and role-based perspectives as well as
sector-specific constraints. This requires identifying stakeholders and un-
derstanding their needs, use cases, and limitations regarding authenticity
in DPPs.

This research investigates: how can authenticity in DPPs be realised
in practice? To answer this, the research identifies which actors and roles
shape DPP authenticity application and what constraints and require-
ments they face across sectors. Further, candidate authenticity verifica-
tion approaches are identified at both the data-layer, including crypto-
graphic mechanisms, and the product-layer, such as data carrier security
measures. The results of both studies serve to inform the design of a DPP
structure integrating authenticity verification approaches. Such a design
can then be cyclically evaluated and iteratively improved for feasibility,
usability, and cost, based on the feedback of DPP ecosystem actors.

This research will provide empirical evidence on the practical viability
of authenticity for DPPs. By identifying actor requirements and real-
world constraints, the findings support the design of DPP systems that
balance security, usability, and cost, enabling policymakers to mandate
authenticity mechanisms that industries can feasibly implement. This
bridges the gap between DPP aspiration and market adoption, enabling
supply chain traceability and sustainability goals at scale.
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